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(iv) The ASC X12 Standards for Elec-
tronic Data Interchange Technical Re-
port Type 3—Health Care Claim: Insti-
tutional (837), May 2006, ASC X12N/ 
005010X223, and Type 1 Errata to Health 
Care Claim: Institutional (837), ASC 
X12 Standards for Electronic Data 
Interchange Technical Report Type 3, 
October 2007, ASC X12N/005010X223A1. 
(Incorporated by reference in § 162.920.) 

(c) For the period on and after Janu-
ary 1, 2012, the standards identified in 
paragraph (b)(2) of this section. 

[68 FR 8399, Feb. 20, 2003, as amended at 74 
FR 3327, Jan. 16, 2009] 

Subpart S—Medicaid Pharmacy 
Subrogation 

SOURCE: 74 FR 3328, Jan. 16, 2009, unless 
otherwise noted. 

§ 162.1901 Medicaid pharmacy sub-
rogation transaction. 

The Medicaid pharmacy subrogation 
transaction is the transmission of a 
claim from a Medicaid agency to a 
payer for the purpose of seeking reim-
bursement from the responsible health 
plan for a pharmacy claim the State 
has paid on behalf of a Medicaid recipi-
ent. 

§ 162.1902 Standard for Medicaid phar-
macy subrogation transaction. 

The Secretary adopts the Batch 
Standard Medicaid Subrogation Imple-
mentation Guide, Version 3, Release 0 
(Version 3.0), July 2007, National Coun-
cil for Prescription Drug Programs, as 
referenced in § 162.1902 (Incorporated by 
reference at § 162.920): 

(a) For the period on and after Janu-
ary 1, 2012, for covered entities that are 
not small health plans; 

(b) For the period on and after Janu-
ary 1, 2013 for small health plans. 

PART 163 [RESERVED] 

PART 164—SECURITY AND PRIVACY 

Subpart A—General Provisions 

Sec. 
164.102 Statutory basis. 
164.103 Definitions. 
164.104 Applicability. 
164.105 Organizational requirements. 

164.106 Relationship to other parts. 

Subpart B [Reserved] 

Subpart C—Security Standards for the Pro-
tection of Electronic Protected Health 
Information 

164.302 Applicability. 
164.304 Definitions. 
164.306 Security standards: General rules. 
164.308 Administrative safeguards. 
164.310 Physical safeguards. 
164.312 Technical safeguards. 
164.314 Organizational requirements. 
164.316 Policies and procedures and docu-

mentation requirements. 
164.318 Compliance dates for the initial im-

plementation of the security standards. 
APPENDIX A TO SUBPART C OF PART 164—SE-

CURITY STANDARDS: MATRIX 

Subpart D—Notification in the Case of 
Breach of Unsecured Protected Health 
Information 

164.400 Applicability. 
164.402 Definitions. 
164.404 Notification to individuals. 
164.406 Notification to the media. 
164.408 Notification to the Secretary. 
164.410 Notification by a business associate. 
164.412 Law enforcement delay. 
164.414 Administrative requirements and 

burden of proof. 

Subpart E—Privacy of Individually 
Identifiable Health Information 

164.500 Applicability. 
164.501 Definitions. 
164.502 Uses and disclosures of protected 

health information: General rules. 
164.504 Uses and disclosures: Organizational 

requirements. 
164.506 Uses and disclosures to carry out 

treatment, payment, or health care oper-
ations. 

164.508 Uses and disclosures for which an au-
thorization is required. 

164.510 Uses and disclosures requiring an op-
portunity for the individual to agree or 
to object. 

164.512 Uses and disclosures for which an au-
thorization or opportunity to agree or 
object is not required. 

164.514 Other requirements relating to uses 
and disclosures of protected health infor-
mation. 

164.520 Notice of privacy practices for pro-
tected health information. 

164.522 Rights to request privacy protection 
for protected health information. 

164.524 Access of individuals to protected 
health information. 

164.526 Amendment of protected health in-
formation. 
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164.528 Accounting of disclosures of pro-
tected health information. 

164.530 Administrative requirements. 
164.532 Transition provisions. 
164.534 Compliance dates for initial imple-

mentation of the privacy standards. 

AUTHORITY: 42 U.S.C. 1302(a); 42 U.S.C. 
1320d–1320d–9; sec. 264, Pub. L. 104–191, 110 
Stat. 2033–2034 (42 U.S.C. 1320d–2(note)); and 
secs. 13400–13424, Pub. L. 111–5, 123 Stat. 258– 
279. 

SOURCE: 65 FR 82802, Dec. 28, 2000, unless 
otherwise noted. 

Subpart A—General Provisions 
§ 164.102 Statutory basis. 

The provisions of this part are adopt-
ed pursuant to the Secretary’s author-
ity to prescribe standards, require-
ments, and implementation specifica-
tions under part C of title XI of the 
Act, section 264 of Public Law 104–191, 
and sections 13400–13424 of Public Law 
111–5. 

[78 FR 5692, Jan. 25, 2013] 

§ 164.103 Definitions. 
As used in this part, the following 

terms have the following meanings: 
Common control exists if an entity has 

the power, directly or indirectly, sig-
nificantly to influence or direct the ac-
tions or policies of another entity. 

Common ownership exists if an entity 
or entities possess an ownership or eq-
uity interest of 5 percent or more in 
another entity. 

Covered functions means those func-
tions of a covered entity the perform-
ance of which makes the entity a 
health plan, health care provider, or 
health care clearinghouse. 

Health care component means a com-
ponent or combination of components 
of a hybrid entity designated by the 
hybrid entity in accordance with 
§ 164.105(a)(2)(iii)(D). 

Hybrid entity means a single legal en-
tity: 

(1) That is a covered entity; 
(2) Whose business activities include 

both covered and non-covered func-
tions; and 

(3) That designates health care com-
ponents in accordance with paragraph 
§ 164.105(a)(2)(iii)(D). 

Law enforcement official means an of-
ficer or employee of any agency or au-

thority of the United States, a State, a 
territory, a political subdivision of a 
State or territory, or an Indian tribe, 
who is empowered by law to: 

(1) Investigate or conduct an official 
inquiry into a potential violation of 
law; or 

(2) Prosecute or otherwise conduct a 
criminal, civil, or administrative pro-
ceeding arising from an alleged viola-
tion of law. 

Plan sponsor is defined as defined at 
section 3(16)(B) of ERISA, 29 U.S.C. 
1002(16)(B). 

Required by law means a mandate 
contained in law that compels an enti-
ty to make a use or disclosure of pro-
tected health information and that is 
enforceable in a court of law. Required 
by law includes, but is not limited to, 
court orders and court-ordered war-
rants; subpoenas or summons issued by 
a court, grand jury, a governmental or 
tribal inspector general, or an adminis-
trative body authorized to require the 
production of information; a civil or an 
authorized investigative demand; Medi-
care conditions of participation with 
respect to health care providers par-
ticipating in the program; and statutes 
or regulations that require the produc-
tion of information, including statutes 
or regulations that require such infor-
mation if payment is sought under a 
government program providing public 
benefits. 

[68 FR 8374, Feb. 20, 2003, as amended at 74 
FR 42767, Aug. 24, 2009; 78 FR 34266, June 7, 
2013] 

§ 164.104 Applicability. 
(a) Except as otherwise provided, the 

standards, requirements, and imple-
mentation specifications adopted under 
this part apply to the following enti-
ties: 

(1) A health plan. 
(2) A health care clearinghouse. 
(3) A health care provider who trans-

mits any health information in elec-
tronic form in connection with a trans-
action covered by this subchapter. 

(b) Where provided, the standards, re-
quirements, and implementation speci-
fications adopted under this part apply 
to a business associate. 

[68 FR 8375, Feb. 20, 2003, as amended at 78 
FR 5692, Jan. 25, 2013] 
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